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Identity Theft Prevention & Cybersecurity Program 
Policy and Procedures 
Effective 7/1/05 as updated 1/6/2021 
  
  
Overview:  This document summarizes the Compass Capital Corporation and 
Compass Securities Corporation’s (Compass) comprehensive written information 
security program (the Program) mandated by: 

1. the Securities and Exchange Commission Regulation S-P, the Federal 
Trade Commission’s Safeguards Rule and  

2. the Gramm – Leach – Bliley Act (GLBA) and  
3. the Commonwealth of Massachusetts MGL Chapter 93H 201 CMR 17.00.  
4. Compass must also comply with the California Financial Information 

Privacy Act (SB1) if the firm does business with California consumers.  
 
The purpose of these policies and procedures is to provide administrative, 
technical and physical safeguards which assist employees in maintaining the 
confidentiality of nonpublic personal information* collected from the consumers 
and customers of an investment adviser. All nonpublic information, whether 
relating to an adviser’s current or former clients, is subject to these privacy 
policies and procedures. Any doubts about the confidentiality of client information 
must be resolved in favor of confidentiality. 
 

*Personal Identifiable Information (PII) is ―any information about an 
individual maintained by an agency, including: 
 (1) any information that can be used to distinguish or trace an individual‘s 
identity, such as name, social security number, date and place of birth, 
mother‘s maiden name, or biometric records; and  
(2) any other information that is linked or linkable to an individual, such as 
medical, educational, financial, and employment information. 
Examples of PII include, but are not limited to:  

• Name, such as full name, maiden name, mother‘s maiden 
name, or alias  

• Personal identification number, such as social security number 
(SSN), passport number, driver‘s license number, taxpayer 
identification number, or financial account or credit card number  

• Address information, such as street address or email address  

• Personal characteristics, including photographic image 
(especially of face or other identifying characteristic), 
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fingerprints, handwriting, or other biometric data (e.g., retina 
scan, voice signature, facial geometry) 

• Asset information, such as Internet Protocol (IP) or Media 
Access Control (MAC) address or other host-specific persistent 
static identifier that consistently links to a particular person or 
small, well defined group of people  

• Telephone numbers, including mobile, business, and personal 
numbers  

• Personal characteristics, including photographic image 
(especially of face or other distinguishing characteristic), x-rays, 
fingerprints, or other biometric image or template data (e.g., 
retina scan, voice signature, facial geometry)  

• Information identifying personally owned property, such as 
vehicle registration number or title number and related 
information  

• Information about an individual that is linked or linkable to one of 
the above (e.g., date of birth, place of birth, race, religion, 
weight, activities, geographical indicators, employment 
information, medical information, education information, 
financial information). 

 
In particular, this document describes the Program elements pursuant to which 
Compass intends to:  

(i) ensure the security and confidentiality of covered records,  
(ii) protect against any anticipated threats or hazards to the security of 

such records,  
(iii) protect against the unauthorized access or use of such records or 

information in ways that could result in substantial harm or 
inconvenience to customers, and  

(iv) provide for the secure destruction of “consumer report data” under 
the Fair Credit Reporting Act (FCRA).  The Program incorporates 
by reference Compass’s policies and procedures enumerated 
below and is in addition to any institutional policies and procedures 
that may be required pursuant to other federal and state laws and 
regulations, including, without limitation, FCRA. 

 
Scope of Program:  The Program applies to any record containing nonpublic 
personal financial information about a customer or other third party who has a 
relationship with Compass, whether in paper, electronic or other form that is 
handled or maintained by or on behalf of Compass or its affiliates.  For these 
purposes, the term nonpublic personal financial information shall mean any 
information: 

(i) a customer or other third party provides in order to obtain a 
financial service from Compass,  

(ii) about a customer or other third party resulting from any transaction 
with Compass involving a financial service, or otherwise obtained 
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about a customer or other third party in connection with providing a 
financial service to that person. 

 
Governance & Designation of Representatives:  Tim Shanahan, Compass’s 
Chief Compliance Officer, is designated as the Program Officer (aka The Chief 
Information Security Officer “CISO”), who shall be responsible for coordinating 
and overseeing the Program.  The Program Officer may designate other 
representatives of Compass to oversee and coordinate particular elements of the 
Program.  Any questions regarding the implementation of the Program or the 
interpretation of this document should be directed to the Program Officer or his or 
her designees.  Timothy F. Shanahan is also responsible for distributing these 
policies and procedures to employees and conducting appropriate employee 
training to ensure employee adherence to these policies and procedures. 
 
Risk Identification and Assessment.  Compass intends, as part of the 
Program, to undertake to identify and assess external and internal risks to the 
security, confidentiality, and integrity of nonpublic financial information that could 
result in the unauthorized disclosure, misuse, alteration, destruction or other 
compromise of such information.  In implementing the Program, tailored to the 
business of Compass, the Program Officer established procedures for identifying 
and assessing such risks in each relevant area of the Compass’s operations, 
including: 
 

 Developing security policies for employees that take into account whether 
and how employees should be allowed to keep, access and transport 
records containing personal information outside of business premises.  

 

 Our policy is for the Compass office manager and the chief compliance 
officer to maintain off-site copies of mission-critical data in compliance with 
the firm’s business continuity and disaster recovery programs.  

 

 Our policy for other employees in possession of personal information 
outside of the business premises is that all PCs, laptops smartphones and 
PDAs should require strong password logins and wireless communication 
should be made only over encrypted WEP channels. 

 

 Compass implements disciplinary measures for violations of the 
comprehensive information security program rules through its written 
supervisory procedures guide in compliance with SEC and and FINRA 
rules. 

 

 Terminated employees are prevented from accessing records containing 
personal information by immediately terminating their physical and 
electronic access to such records, including deactivating their passwords 
and user names and are further required to turn in their keys to access 
Compass’s physical locations.   
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 We take reasonable steps to verify that third-party service providers with 
access to personal information have the capacity to protect such personal 
information, including (i) selecting and retaining service providers that are 
capable of maintaining safeguards for personal information; and (ii) 
contractually requiring service providers to maintain such 
safeguards.  Prior to permitting third-party service providers access to 
personal information, the person permitting such access shall obtain from 
the third-party service provider a written certification that such service 
provider has a written, comprehensive information security program that is 
in compliance with the provisions of these regulations. 

 

 We limit the amount of personal information collected to that reasonably 
necessary to accomplish the legitimate purpose for which it is collected; 
limiting the time such information is retained to that reasonably necessary 
to accomplish such purpose; and limiting access to those persons who are 
reasonably required to know such information in order to accomplish such 
purpose or to comply with state or federal record retention requirements. 

 

 Identifying paper, electronic and other records, computing systems, and 
storage media, including laptops and portable devices used to store 
personal information, to determine which records contain personal 
information, except where the comprehensive information security 
program provides for the handling of all records as if they all contained 
personal information. 

 

 Reasonable restrictions upon physical access to records containing 
personal information, including a written procedure that sets forth the 
manner in which physical access to such records is restricted; and storage 
of such records and data in locked facilities, storage areas or containers. 

 

 Regular monitoring to ensure that the comprehensive information security 
program is operating in a manner reasonably calculated to prevent 
unauthorized access to or unauthorized use of personal information; and 
upgrading information safeguards as necessary to limit risks.  

 

 Reviewing the scope of the security measures at least annually or 
whenever there is a material change in business practices that may 
reasonably implicate the security or integrity of records containing 
personal information.  

 

 Documenting responsive actions taken in connection with any incident 
involving a breach of security, and mandatory post-incident review of 
events and actions taken, if any, to make changes in business practices 
relating to protection of personal information. 
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 Our policy for customer requests to transfer funds received by email is to 
require that the advisor call the client and speak directly with them to 
authenticate the request. Further we ask for the reason for the distribution 
and record it on the distribution paperwork. Our custodian partner SEI 
requires a client signed form for 3rd party distributions to other than 
address of record and further requires a “standing instructions” form for 
ordinary distributions.  
 

 Compass annually undertakes a Cybersecurity Audit of each of its 
advisors, a copy of which is attached in the Audit Checklist tab. 

 
Employee Training and Management.  The Program Officer will coordinate with 
representatives in Compass’s management to evaluate the effectiveness of 
Compass’s procedures and practices relating to access to and use of customer 
records.  This evaluation will include assessing the effectiveness of Compass’s 
current policies and procedures in this area, including: 
 

 Privacy policies and notification to customers 

 Supervisory procedures guides regarding record retention under books 
and records rules 

 Anti Money Laundering and USA Patriot Act programs 

 Customer ID Programs  

 Electronic use & cyber security policy 

 Document retention and destruction.  
 
The program will incorporate training regarding the procedures and practices of 
our information security program into the annual needs analysis and continuing 
education training programs of both firms. 
 
Internal Compliance Reporting. Our firm’s staffs who are responsible for 
developing, implementing and administering our program will report at least 
annually to our CCO, management or board of directors on the effectiveness of 
our program in addressing the cyber security related risks, incident response 
planning, actual cybersecurity events, significant incidents involving our vendors 
as well as management’s response and recommendations for material changes 
to our program. Copies of the management reports should be entered into the 
corporate minutes books and a copy retained in Internal Reports Tab. 
 
Information Systems and Information Processing and Disposal.  The 
Program Officer will coordinate with representatives of Compass’s Department of 
Information Technology to assess the risks to nonpublic personal financial 
information associated with Compass’s information systems, including network 
and software design, information processing, and the storage, transmission and 
secure disposal of nonpublic personal financial information.  This evaluation will 
include assessing Compass’s current policies and procedures relating to 
Compass’s Electronic Use of network and network security, document retention 
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and secure destruction.  The Program Officer will also coordinate with 
Compass’s Department of Information Technology to assess procedures for 
monitoring potential information security threats associated with software 
systems and for updating such systems by, among other things, implementing 
patches or other software fixes designed to deal with known security flaws.  
 
Safeguarding and Disposal of Client Information 
Compass restricts access to nonpublic personal information to those employees 
who need to know such information to provide services to our clients. 
Any employee who is authorized to have access to nonpublic personal 
information is required to keep such information in a secure compartments or 
receptacle on a daily basis as of the close of business each day. All electronic or 
computer files containing such information shall be password secured and 
firewall protected from access by unauthorized persons. Any conversations 
involving non-public personal information, if appropriate at all, must be conducted 
by employees in private, and care must be taken to avoid any unauthorized 
persons overhearing or intercepting such conversations.  
 
Safeguarding standards encompass all aspects of Compass that affect security. 
This includes not just computer security standards but also such areas as 
physical security and personnel procedures. Important safeguarding standards 
that Compass has adopted include:  
 
Access Rights & Controls - 
 

 Access controls on customer information systems, including controls to 
authenticate and permit access only to authorized individuals and controls 
to prevent employees from providing customer information to unauthorized 
individuals who may seek to obtain this information through fraudulent 
means (e.g. requiring employee use of user ID numbers and passwords, 
etc.); examples of customer information systems would include the 
http://Seibusinessbuilder.com  site provided by SEI Trust. 

 Access restrictions at physical locations containing customer information, 
such as buildings, computer facilities, and records storage facilities to 
permit access only to authorized individuals (e.g. intruder detection 
devices, use of fire and burglar resistant storage devices). 

 Encryption of electronic customer information using VeraCrypt found at: 
http://www.Veracrypt.codeplex.com  , including while in transit or in 
storage on networks or systems to which unauthorized individuals may 
have access; Encrypt all data on mobile and remote computers/devices 
(e.g. laptops and/or desktops) that are used from outside a firm location to 
access or store sensitive or personally identifiable information to support 
normal business operations.  
 

Data Loss Prevention 

http://seibusinessbuilder.com/
http://veracrypt.codeplex.com/releases/view/629329
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 Ensure that sensitive or personally identifiable information maintained on 
peripheral devices (e.g., USB enabled portable storage devices, DVD, 
and/or CD-ROM) is secured through the use of encryption technologies or 
other security measures. 

 Restrict remote access (VPN) to sensitive information, including but not 
limited to personally identifiable information (PII), to authorized remote 
access services. 

 Procedures designed to ensure that ensure that customer information 
system modifications are consistent with the firm’s information security 
program (e.g. independent approval and periodic audits of system 
modifications); note that the procedures require that any changes to 
customer information be provided by the customer in writing and 
confirmed to both old address and new address if there was an address 
change involved. 

 Dual control procedures, segregation of duties, and employee background 
checks for employees with responsibilities for or access to customer 
information (e.g. require data entry to be reviewed for accuracy by 
personnel not involved in its preparation; adjustments and correction of 
master records should be reviewed and approved by personnel other than 
those approving routine transactions, etc.). 

 Monitoring systems and procedures to detect actual and attempted 
attacks on or intrusions into customer information systems (e.g. data 
should be auditable for detection of loss and accidental and intentional 
manipulation); This procedure is implemented by our IT system 
administrator Matthew Glogowski. 

 
Incident Response  

 Response programs that specify actions to be taken when the firm 
suspects or detects that unauthorized individuals have gained access to 
customer information systems, including appropriate reports to regulatory 
and law enforcement agencies; if a customer account or data is 
compromised.  We are to contact the FINRA Boston office coordinator for 
our office and the SEC immediately.  Refer to the checklist at the end of 
this procedure. Also see the FTC model letter for the compromise of 
Social Security numbers, which may need to be distributed. 

 Measures to protect against destruction, loss, or damage of customer 
information due to potential environmental hazards, such as fire and water 
damage or technological failures (e.g. use of fire resistant storage facilities 
and vaults; backup and store off site key data to ensure proper recovery).  

 Compass, as a general procedure in compliance with its Disaster 
Recovery and Business Continuity Program, maintains multiple copies of 
mission critical data and rotates them off site regularly. 

 Any employee who is authorized to possess “consumer report information” 
for a business purpose is required to take reasonable measures to protect 
against unauthorized access to or use of the information in connection 
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with its disposal. There are several components to establishing 
‘reasonable’ measures that are appropriate for the firm: 

 

• Assessing the sensitivity of the consumer report information we collect  

• The nature of our advisory services and the size of our operation  

• Evaluating the costs and benefits of different disposal methods  

• Researching relevant technological changes and capabilities 

• Some methods of disposal to ensure that the information cannot 
practicably be read or reconstructed that Compass may adopt include: 

• Procedures requiring the burning, pulverizing, or shredding or papers 
containing consumer report information  

• Procedures to ensure the destruction or erasure of electronic media  

• After due diligence, contracting with a service provider engaged in the 
business of record destruction, to provide such services in a manner 
consistent with the disposal rule. 

 
Detecting, Preventing and Responding to Attacks.  The Program Officer will 
coordinate with Compass’s Department of Information Technology (Matthew 
Glogowski) to evaluate procedures for and methods of detecting, preventing and 
responding to attacks or other system failures and existing network access and 
security policies and procedures, as well as procedures for coordinating 
responses to network attacks and developing incident response teams and 
policies.  In this regard, the Program Officer may elect to delegate to a 
representative of the Department of Information Technology the responsibility for 
monitoring and participating in the dissemination of information related to the 
reporting of known security attacks and other threats to the integrity of networks 
utilized by Compass.   
 
Computer System Security Requirements 
Every employee of Compass shall comply with our information security program 
covering its computers, including any wireless system, and when possible, at a 
minimum, shall comply with the following elements: 
 
(1)Secure user authentication protocols including: 

(i) control of user IDs and other identifiers 
(ii) a reasonably secure method of assigning and selecting passwords, or 
use of unique identifier technologies, such as biometrics or token devices 
(iii)  control of data security passwords to ensure that such passwords are 
kept in a location and/or format that does not compromise the security of 
the data they protect 
(iv) restricting access to active users and active user accounts only; and 
(v)  blocking access to user identification after multiple unsuccessful 
attempts to gain access or the limitation placed on access for the 
particular system. 

(2) Secure access control measures that: 
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(i) restrict access to records and files containing personal information to 
those who need such information to perform their job duties 
(ii) assign unique identifications plus passwords, which are not vendor 
supplied default passwords, to each person with computer access, that 
are reasonably designed to maintain the integrity of the security of the 
access controls. 

(3) To the extent technically feasible, encryption of all transmitted records and 
files containing personal information that will travel across public networks, and 
encryption of all data to be transmitted wirelessly. 
(4) Reasonable monitoring of systems, for unauthorized use of or access to 
personal information. 
(5) Encryption of all personal information stored on laptops or other portable 
devices; 
(6) For files containing personal information on a system that is connected to the 
Internet, there must be reasonably up-to-date firewall protection and operating 
system security patches, reasonably designed to maintain the integrity of the 
personal information.  
(7) Reasonably up-to-date versions of system security agent software which 
must include malware protection and reasonably up-to-date patches and virus 
definitions, or a version of such software that can still be supported with up-to-
date patches and virus definitions, and is set to receive the most current security 
updates on a regular basis. 
 
Training 
(8) Education and training of employees on the proper use of the computer 
security system and the importance of personal information security. 
 
 
Designing and Implementing Safeguards.  The risk assessment and analysis 
described above shall apply to all methods of handling or disposing of nonpublic 
personal financial information, whether in electronic, paper or other form.  The 
Program Officer will, on a regular basis, implement safeguards to control the 
risks identified through such assessments and to regularly test or otherwise 
monitor the effectiveness of such safeguards.  Such testing and monitoring may 
be accomplished through existing network monitoring and problem escalation 
procedures. 
 
Overseeing Service Providers & Vendor Management.  The Program Officer 
shall coordinate with those responsible for the third party service procurement 
activities among the Department of Information Technology and other affected 
departments to raise awareness of, and to institute methods for, selecting and 
retaining only those service providers that are capable of maintaining appropriate 
safeguards for nonpublic financial information of customers and other third 
parties to which they will have access.  In addition, the Program Officer will work 
with the management to develop and incorporate standard, contractual 
protections applicable to third party service providers, which will require such 
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providers to implement and maintain appropriate safeguards.  Any deviation from 
these standard provisions will require the approval of the CEO.  These standards 
shall apply to all existing and future contracts entered into with such third party 
service providers, effective July 2005. 
 
Adjustments to Program.  The Program Officer is responsible for evaluating 
and adjusting the Program based on the risk identification and assessment 
activities undertaken pursuant to the Program, as well as any material changes 
to Compass’s operations or other circumstances that may have a material impact 
on the Program. 
 
Privacy Notices 
Compass will provide each natural person client with initial notice of the firm’s 
current policy when the client relationship is established. Compass shall also 
provide each such client with a new notice of the firm’s current privacy policies at 
least annually. If Compass shares nonpublic personal information relating to a 
non-California consumer with an nonaffiliated company under circumstances not 
covered by an exception under Regulation S-P, the firm will deliver to each 
affected consumer an opportunity to opt out of such information sharing.  If 
Compass shares nonpublic personal information relating to a California 
consumer with a non affiliated company under circumstances not covered by an 
exception under SB1, the firm will deliver to each affected consumer an 
opportunity to opt in regarding such information sharing. If, at any time, Compass 
adopts material changes to its privacy policies, the firm shall provide each such 
client with a revised notice reflecting the new privacy policies. The Compliance 
Officer is responsible for ensuring that required notices are distributed to 
Compass’s consumers and customers. 
 
Regulatory References 

• Regulation S- P Privacy of Consumer Financial Information 

• Commonwealth of MA MGL 93H 201 CMR 17.00 see Appendix #___ 

• California Financial Information Privacy Act (SB1) 

• Gramm – Leach – Bliley Act (GLBA) 

• Federal Trade Commission’s Safeguards Rule 

• Fair Credit Reporting Act (FCRA) 
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Outside service Provider references:  
 

• SEI Private Trust- see Security Controls Briefing in the Vendor Policies 
Tab. 

• Charles Schwab – see Schwab Safe Security Guarantee at 
www.schwab.com  

 
 
 

http://www.schwab.com/
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FTC MODEL LETTER FOR THE COMPROMISE OF SOCIAL SECURITY NUMBERS 

 
[Firm Name] 

[Firm Address] 

 

Dear _____________: 

We are contacting you about a potential problem involving identity theft. [Describe the information compromise and how you are 

responding to it.] 

We recommend that you place a fraud alert on your credit file. A fraud alert tells creditors to contact you before they open any new 

accounts or change your existing accounts. Call any one of the three major credit bureaus. As soon as one credit bureau confirms your 

fraud alert, the others are notified to place fraud alerts. All three credit reports will be sent to you, free of charge, for your review. 

Equifax Experian TransUnionCorp 

800-525-6285 888-397-3742 800-680-7289 

Even if you do not find any suspicious activity on your initial credit reports, the Federal Trade Commission (FTC) recommends that you 

check your credit reports periodically. Victim information sometimes is held for use or shared among a group of thieves at different 

times. Checking your credit reports periodically can help you spot problems and address them quickly. 

If you find suspicious activity on your credit reports or have reason to believe your information is being misused, call [insert contact 

information for law enforcement] and file a police report. Get a copy of the report; many creditors want the information it contains to 

absolve you of the fraudulent debts. You also should file a complaint with the FTC at www.consumer.gov/idtheft or at 1-877-ID-THEFT 

(877-438-4338). Your complaint will be added to the FTC’s Identity Theft Data Clearinghouse, where it will be accessible to law 

enforcers for their investigations. 

We have enclosed a copy of Take Charge: Fighting Back Against Identity Theft, a comprehensive guide from the FTC to help you guard 

against and deal with identity theft.  

[Insert closing] 

Your Name 

 

  

http://www.consumer.gov/idtheft
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Firm Checklist for Compromised Accounts 

What should a firm do after it discovers that a customer’s account has 
been compromised? 

Below is a checklist of some steps that a firm may need to take if it learns that an 
unauthorized person may have gained entry to a customer’s brokerage 
account.  This checklist is not exhaustive, and a firm may need to take other 
steps depending on the nature or cause of the intrusion, the firm’s business 
model, the firm’s customer base, shifting security threats, and changes in law. 

 

• Monitor, limit, or temporarily suspend activity in the account until the situation is resolved. 

• Alert others in the firm (including the firm’s Legal and Compliance Department, if 

applicable) to be mindful of unusual activity in other customer accounts.  Firms may want 

to consider designating in advance a specific individual or department to serve as a 

central contact for questions about account intrusion. 

• Identify, if possible, the root cause of the account intrusion (e.g., the firm’s system was 

compromised, the individual account was hacked, the customer was the victim of identity 

theft) and determine whether the intrusion is isolated to one account.  

• If the firm is not self-clearing, notify its clearing firm of the situation. 

• Contact the SEC and your FINRA Coordinator.  In the event of an account intrusion, have 

the following information readily available if possible: 

o Firm information (both the introducing and clearing firms involved)  

▪ Firm name and CRD number  

▪ Firm contact name and telephone number  

o Date(s) and time(s) of activity  

o IP addresses used to access the account  

o Security or securities involved (name and symbol)  

o Time and date of the activity  

o Details of the trades or unexecuted orders  

o Details concerning any wire transfer activity  

o Customer account affected by the activity, including name and account 

number  

o Whether the customer has been or will be reimbursed and by whom 

• If appropriate, contact law enforcement agencies, such as the FBI or, if the U.S. mail is 

involved, the United States Postal Inspector.  

• Contact the firm’s relevant state regulatory authorities. 

javascript:outsideLink('http://www.sec.gov/contact/addresses.htm');
http://www.finra.org/Industry/Contacts/P016038
javascript:outsideLink('http://www.ic3.gov/default.aspx');
javascript:outsideLink('http://postalinspectors.uspis.gov/contactUs/phoneus.aspx');
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• If the firm has not already done so, contact the customer and, if appropriate, change the 

password and/or account number.  For information that the firm can use to help a 

customer that has been the victim of identity theft, click here. 

• Determine whether any unauthorized person has gained access to an account holder’s 

personally identifiable information and, if so, whether the firm must provide a specific type 

of notification to the customer or others under state law regarding the loss of the 

customer’s information.  Some states require notice to the Attorney General or other state 

law enforcement agencies if a customer’s “personally identifiable financial information” 

has been compromised. 

• Determine whether the firm should file a Suspicious Activity Report (SAR) under the 

federal anti-money laundering provisions. 

 
 

http://www.finra.org/Investors/ProtectYourself/AvoidIdentityTheftFraud/index.htm
javascript:outsideLink('http://www.ncsl.org/programs/lis/cip/priv/breach.htm');
javascript:outsideLink('http://www.sec.gov/rules/final/34-42974.htm');

